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	Tehran has another trick up its sleeve for holding America to ransom for further nuclear concessions.

In Vienna, Secretary of State John Kerry believed that the prisoner/hostage swap was in the bag. But at the critical moment on Saturday, Jan. 17, he learned that the Swiss plane flying out of Tehran to Geneva carried three released American hostages instead of the four promised.

They were Washington Post journalist Jason Rezaian, Marine veteran Amir Hekmati and Christian pastor Saeed Abedini.
While their families rejoiced, Iran’s Revolutionary Guard Corps (IRGC) had already acted to top up its stock of American hostage chips by abducting three US military advisers in Baghdad.

Our Iranian sources report that the snatch was orchestrated at the highest level by IRGC chief Gen. Ali Jaafari and its Navy commander Rear Admiral Ali Fadavi, who also organized the capture of 10 US sailors last week.

They passed the kidnap order for two men and a woman - Amro Mohamed al-Wael and Mahdawi and Rusul Farad – to Abu Mahdi al-Muhandis, head of the Popular Mobilization PMF, an umbrella organization of predominantly Iraqi Shiite militias.

US military and intelligence sources often rub shoulders with this same Muhandis in his capacity as their collaborator in the war on ISIS in Iraq. He takes care to hide his real identity as a general in the IRGC’s Al Qods Brigades.

For the abduction operation, Muhandis enlisted Asa’ib Ahl al-Haq, (League of the Righteous), a Shiite Iraqi militia established by the IRGC for the specific mission of attacking American targets in Iraq.

DEBKA Weekly’s counterterrorism sources disclose that Asa’ib Ahl al-Haq (aka the Khazali Network) is a paramilitary Shiite Iraqi group, which has been responsible for over 6,000 attacks on American and allied forces between 2004 and 2013.

It operates under the direct command of the Al Qods chief Gen. Qassem Soleimani.

Certain Persian Gulf intelligence sources told DEBKA Weekly said that the new round of kidnaps did not take place on Jan. 16, when first reported, but earlier in the week, while the 10 American sailors and their two patrol boats were still in the hands of the Revolutionary Guards.

Teheran has thus come up with a new method for squeezing the United States by sending its terrorist minions to snatch small numbers of Americans and hold them as bargaining chips for extra concessions on its nuclear and missile programs, in the knowledge that the State Department will stand by to launder those concessions for public consumption.
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	The Islamic State’s cash flow problem surfaced this week with the announcement by its treasury department that the jihadis’ wages would be slashed by half due to “exceptional circumstances.”

This step was first explained by US and Russian air campaigns finally taking their toll of the Islamist terrorists’ resources.

But an investigation by DEBKA Weekly’s counterterrorism sources found causes that were more deep-seated.

Updated data presented at a closed conference of senior officers and anti-terrorism tacticians last weekend at Central Command Headquarters at MacDill Air Force Base in Florida, showed that ISIS was in better shape than President Barack Obama conveyed in his last State of the Union Address.

He reported that ISIS had lost 40 percent of the land it had grabbed in Iraq and 20 percent in Syria.

The Florida conference heard different figures: The Islamists had lost no more than 20 percent of its holdings in Iraq, and just 10-12 percent in Syria.

The Syrian figure was complicated in the last few days by the Islamic State’s acquisition of a large stretch of terrain in the eastern Deir ez-Zor area bordering on Iraq.

Furthermore, US and Russian air raids do not appear to have degraded the ISIS infrastructure for producing, refining and selling oil, a system that is run efficiently by former officers of Saddam Hussein’s Iraqi army, the same ones who devised a smuggling scheme at the end of the 1990s for beating UN sanctions against the Saddam regime.

Neither have ISIS oil revenues, currently estimated at $40 million to $50 million a month, dropped measurably. There has certainly been no slowdown in the vicious human trafficking in women and children, or black market sales of looted archeological treasures.

So why is ISIS strapped for cash?

debkafile’s counterterrorism sources offer three causes:

First, ISIS has reorganized its military forces and logistical networks and adapted them to the shift in priorities from devouring more land in Syria and Iraq to overseas terrorist operations. Our intelligence sources list the recent overseas operations masterminded and funded from the ISIS de facto Syrian capital of Raqqa.

The downing of the Russian Metrojet airliner in the Sinai Peninsula on Oct. 31 in which all 224 passengers and crew were killed.

The suicide bombing against Hizballah in Burj al-Barajneh in southern Beirut on November 16 in which 47 people were killed.

The war on Hizballah in Lebanon. It has scarcely been reported that substantial ISIS forces have occupied two cities and dozens of villages on Hizballah turf in the northern Lebanese Beqaa Valley – a costly enterprise.

It turns out only now that the Nov. 13 terrorist massacre in Paris which claimed 133 lives was orchestrated by a far-flung network operating out of Raqqa, Brussels, Paris and Rabat, Morocco.

The attack on the Radisson Blue Hotel in Bamako, capital of Mali, on Nov. 20 which left 22 people dead.

The mass shooting in San Bernardino, California in which 22 people were murdered.

The carefully-planned Jan. 8 attack on the Bella Vista Hotel at Egypt’s Red Sea resort of Hurghada, which injured foreigners but failed to reach the horrific level of the Tunisian beach attack of June 26 in which 37 British tourists died. For both attacks, the killers were dropped by boats at targeted beaches for attacks on foreign tourists.

Finally, the coordinated attacks on the Indonesian capital of Jakarta on January 14 in which four people were murdered. Unlike their US and Western counterparts, Indonesian security and intelligence services did not hesitate to name the attack’s mastermind as Bahrun Naim, who relayed orders to the terrorists from Raqqa via their satellite telephones.

ISIS is stretched financially by the high cost of running a series of major terrorist attacks over a short period of time in different parts of the world. This cost is estimated at $120 million at least and has eaten up the profits of three months of oil sales.

Second, ISIS is investing heavily in the development of unconventional arms, such as nuclear or radioactive weapons and “dirty” bombs, as well as designing improved roadside bombs, antitank and antiaircraft missiles, drones, and cars or trucks packed with explosives. In recent months, the Islamic State has forked out tens of millions of dollars to hire experts from the around the world, who are willing for enormous fees to help develop ISIS’s hi-tech and unconventional munitions industry.

Third, donations from sympathizers in the Muslim world have dropped steeply along with sinking oil prices.
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	It is not every day that an Israeli Defense Forces commander is ready to publicly admit to the shortcomings of Israeli military intelligence. This is exactly what Lt. Gen. Gady Eisenkot, did on Monday, Jan.18.

Six salient points emerged – often between the lines - from the keynote speech he delivered at the Institute for National Security Studies conference in Tel Aviv:

1. ISIS already has a presence on Israel’s borders. In the north, Jaish al-Yarmouk and Jaish Ahrar al-Ashair - two of the rebel militias occupying a part of southern Syria adjacent to the Golan - are actually affiliates of the Islamic State.

In Sinai, on Israel’s southern border, the main threat comes from Ansar Beit El Maqdis, another ISIS affiliate. In Eisenkot’s estimate, ISIS-Sinai could be militarily routed in a year, but the Syrian branch was a much harder nut to crack.

2. If ISIS were to be pushed out of Syria and Iraq, which does not seem likely in the near future, the jihadists may well invade Jordan for another foothold, thereby gaining a third front for threatening Israel.

Israel’s top soldier put it this way: “In Syria, the organization’s successful advance has been halted. In my opinion, this raises the chances of their turning their weapons on us and the Jordanians.”

3. This possibility is a compelling reason why, according to the chief of staff, “The IDF must be ready to cope with an outbreak of hostilities at very short notice.” He added, “It would be a mistake to divert all of the IDF’s resources to fighting terror.”

4. In his view, Hizballah and Hamas pose the most serious military threats to Israel, owing to the surface-to-surface missiles they have piled up - about 130,000 missiles of various types between them.

Describing the situation along the Israel-Lebanon border, Eisenkot said Hizballah had strung together 240 Shiite towns and villages in central and southern Lebanon and transformed them into a continuous military fortress for fighting Israel.

Hizballah was also digging a system of infiltration tunnels from Lebanon under the border into Israel. This admission, no IDF commander has made thus far, despite strong suspicions.

5. Eisenkot spoke frankly and at length about the most recent Israeli intelligence letdowns.

He maintained that, while the service has a good command of enemy intelligence at the local, tactical level, it is short of the long view for drawing conclusions and procuring strategic data.

This challenge must be faced, said the army chief, “if ISIS and other terror organizations are to be forestalled and deterred. Without advance warning, any tactical terrorist attacks may blow up into an unforeseen strategic problem,” and find us unprepared, the chief of staff said.

6. The general pointed to the serious problem presented by Palestinian stabbing attacks, a tactic which he said “effectively sidesteps all of our most highly-advanced countermeasures.” Not a single stabbing attack was forewarned by an intelligence alert, he said.

He also faulted the Shin Bet internal security service for its inadequate response to the wave of Palestinian terror plaguing Israel in recent months.

debkafile adds: The army chief will not have forgotten how Israeli intelligence assessments misfired on Syria, misjudging Bashar Assad’s durability and the prospects of large-scale Russian intervention, as well as underestimating the strategic fallout from Hizballah’s 2014 plunge into the civil war.
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	On Tuesday, Jan. 19, Tehran released the contents of a letter from Iran’s supreme leader Ayatollah Ali Khamenei to President Hassan Rouhani. In the letter, Khamenei said, “I reiterate the need to be vigilant about the deceit and treachery of arrogant countries, especially the United States, in this (nuclear) issue and other issues.” He urged Rouhani to make sure that the West honors its side of the deal, claiming that some US politicians had made “suspicious” comments over the past few days.

Khamenei’s harsh language was not just aimed at US Republican presidential campaigners, such as business mogul Donald Trump and Sen. Ted Cruz, who have pledged to tear up the agreement if elected. His charges of “deceit and treachery” were made in response to the Obama administration’s announcement on Sunday, Jan. 17 of fresh sanctions - just one day after the IAEA verified Iranian compliance with the comprehensive nuclear deal.

The new round was directed at Iran’s ballistic missile program.

During all the years of negotiation on a nuclear deal, the Iranians stood adamantly by their refusal to incorporate their missile program in its framework in any shape or form.

Iranian Foreign Minister Mohammad Javad Zarif warned US Secretary of State John Kerry and other American negotiators that their insistence on this point would torpedo the entire nuclear accord.

In the end, Obama and Kerry yielded and excluded the missile program from the final text.

But when, after the nuclear deal was in the bag, President Obama took up the fight to force Tehran’s hand on the missile issue, Khamenei fought back.

He was bound by his solemn word to the Revolutionary Guards Corps (IRGC) and other hard-liners that the country’s ballistic missile program would not be touched by the nuclear accord, any more than its use of high-speed centrifuges for advanced uranium enrichment.

The supreme leader now regards the nuclear accord as doomed, certainly after Obama exits the White House in January 2017, or even before.

He is also watching closely to make sure that Obama, in his last year in office, does not try to turn the clock back on his assurance to the Islamic Republic of senior power status in the Middle East and the Persian Gulf.

DEBKA Weekly’s Washington and Tehran sources cite officials in both the Obama and Rouhani administrations as affirming that the survival of the nuclear accord depends very much on Washington following through on this understanding.

But not everything now depends on the will of the US administration.

Russia has meanwhile stepped into the Syrian arena as the current trendsetter. Washington must therefore coordinate its policies on Syria, Iraq and the Persian Gulf with Moscow as well as Iran and determine how to share out spheres of influence.

And there is no time to lose. The region’s governments are already scrambling for working ties with the Russians. Bilateral deals have been forged between the Russians and Israel and Jordan, and Saudi King Salman is on his way to Moscow for a historic visit and talks with President Vladimir Putin.

The absence of a US-Russian compromise on the fate of Syria’s President Bashar Assad has already hung a large question mark over the Geneva conference for a solution to the Syrian conflict.

It was announced on Thursday, Jan. 21, that the conference would not take place on Jan. 25 as scheduled, but would be delayed “for a few days.”

The Iranians are now ganging with the Russians to push the US out of the Middle East, using Washington’s alleged “deceit” as their pretext for reneging on their rapprochement and on the nuclear accord.
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	Iran’s last-minute haggling with the US to sweeten the nuclear accord with the six world powers almost scuttled the entire deal in Saturday Jan 16 in Vienna, but for the Obama administration’s readiness to pay up once again.

Nobody in Washington, Tehran, or Vienna bothered to explain the long delay before the International Atomic Agency in Vienna certified that Iran had earned sanctions relief by fully complying with its commitments under the nuclear accord. The announcement, scheduled for that morning was only forthcoming after dark. A bevy of foreign ministers were kept hanging around in Vienna hour after hour.

DEBKA Weekly’s intelligence sources reveal what happened.

That morning, Iranian Foreign Minister Muhammad Jawad Zarif whipped out a fresh demand for the US to loosen up on a key provision of the signed nuclear accord and on IAEA oversight. US Secretary of State John Kerry was told he must now consent to Iran developing and constructing the prohibited IR2 to IR8 high-speed centrifuges, which enrich weapons grade uranium three times faster than the machines in current use.

Tehran was ready to hold up implementation of the nuclear accord indefinitely – even at the cost of temporarily foregoing sanctions relief - if these demands were not met.

Those advanced centrifuges would enable Iran to build a minimum of 15-20 nuclear bombs or warheads by 2025 (when the nuclear accord expires)) at the rate of one per month.

Zarif also demanded the easing of IAEA oversight over Iran’s compliance with its commitments to roll back its weapons program.

When Wendy Sherman, the senior US nuclear negotiator, tried touting the nuclear deal on a visit to Israel this week, she insisted that President Barack Obama was determined never to allow Tehran to acquire nuclear weapons.

However, by 2025, Obama will have been out of the White House for almost ten years, and able to dodge his responsibility for the deal, which he vowed would “make the world safer,” while Israel, Saudi Arabia and the Persian Gulf emirates will be left face to face with an active Iranian nuclear arsenal.
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	On Wednesday, Jan. 20, the Russian Defense Ministry took a group of Moscow-based Western reporters on a tour of the Hmeineem air force base near Latakia in Syria. It was the second time Russia had opened the base to the Western press after the first tour last October.

Besides the addition of a second runway, the reporters were most impressed by the facility’s elaborate defense measures against surprise attack by Syrian rebels.

During the entire tour, Russian helicopters, including the newly-deployed Kamov Ka-52 helicopter gunship, hovered at a low altitude overhead, checking for any movements in the forested hills around the base.

The Ka-52 chopper, posted to protect the Russian Task Force at the air base, doubles as a search-and-rescue vehicle for missions like the hunt to recover the two pilots who ejected from the Russian Su-24 after it was shot down by the Turkish Air Force last November.

This posting will also be an opportunity to test the new Ka-52’s novel KRET Vitebsk electronic warfare system, which is designed to protect the chopper from anti-aircraft fire from a distance of hundreds of kilometers. Its functions are to identify the source of fire and activate an electronic field to deflect any missile aimed at the helicopter and other targets within a certain radius.

The reporters’ notice was also caught by the Spetsnaz special operations units standing guard over every giant Russian transport plane and group of bombers.

These units are normally reserved for special combat operations, rather than serving as guards. However, according to the debkafile military sources familiar with the Russian military buildup in Syria, it was President Vladimir Putin who personally confirmed their deployment as an extraordinary measure for averting Russian war casualties.

He acted on the recommendations of Defense Minister Sergei Shoigu and the late Col. Gen. Igor Sergun, then head of Russia’s GRU military intelligence service.

Sergun died of a sudden heart attack on Jan. 3. Some circles in Moscow suggest that the GRU chief was seeking to expand his agency’s control and oversight over Russian forces in Syria by the presence of Spetsnaz, which is a branch of GRU, as his instrument.

His motives may never now be known for sure, but the upshot of his advice is highly visible: Spetsnaz troops control the space around every Russian base, position, convoy, unit or squadron operating in Syria. With sophisticated helicopter support, they have transformed those spaces into sterile areas.
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